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HEJIb34

1.

Bcem mozpsa cooOimiaTh CBOIWO YacTHYH HHGpOpMAaIuio (HacTosmue ums, (haMUIHio,
TenedoH, azipec, HOMep IIKOJIbI, a Takke GoTorpaduu CBOU, CBOCH CEMBH U JIPYy3ei);

2. OTKpbIBaTh BIOKEHHbIE (Daiiiibl 3JIEKTPOHHOM MTOYTHI, KOT/1a HE 3HAEIIb OTIIPABUTEIS;

3. TI'pyOuth, mpuaupaThCsi, OKa3bIBaTh NABICHNUE — BECTH ce0s1 HEBEXKIIMBO U arpecCUBHO;

4. He pacnopsikaiics JeHbraMM TBOEH ceMbM 03 paspelleHus CTapliMx — BcCerja
CIIpallBai pOAUTENEH;

5. He Bcrpeuaiicss ¢ HHTepHET-3HAKOMBIMH B PEAJbHOW JKU3HU - IIOCOBETYHCS CO
B3pOCJIBIM, KOTOPOMY J0BEpSIEIlIb.

OCTOPOXHO

1. He Bce numyrt npaBay. Yutaeums o cebe Henpasay B MHTepHeTe — coobuu 00 3ToM
CBOMM POJIUTENISIM UJIU ONIEKYHaM;

2. IlpurnamaroT nepenuchBaThcs, UTPaTh, 0OMEHUBATHCS — IPOBEPH, HET JIU [10/IBOXA,;

3. HesakonHoe xormmpoBanue (aitnoB B IHTEpHETE — BOPOBCTBO;

4. Bcerna pacckasblBaii B3pocibIM 0 Ipo0sieMax B CeTH — OHHM BCEr/ia IIOMOTYT;

5. Hcnonp3yii HacTpoWkyM O€30MAaCHOCTH W NPUBATHOCTH, 4YTOOBI HE TOTEPATH CBOU
AKKayHTBI B COLICETSIX U JIPYTUX MOpTaiax.

MOXHO

1. VBaxail npyrux nosib3oBaresei;

2. Tlonp3yeurbcst MHTEpHET-UCTOYHUKOM — Jieflail CChIJIKY Ha HETO;

3. OTKpBIBail TONBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OO6maTbcst 3a MOMOILIBIO B3POCIBIM — POJUTENIH, ONEKYHbl M aJMUHUCTpAIMs CaWTOB
BCerjia HOMOr'yT;

5. Ilpoiian oOyuenue Ha caiite «CeTEeBUYOK» U MOJTYy4YH MacHopT HU(POBOTO rpaxiaHuHA!



Ipunoxenne Ne2. UndpopmanmoHHasi NaMATKA VIS 00yYAOIIKUXCS /151 pa3MellleHus Ha
opunuanbubix UHTEpHET-pecypcax

C KaXIIbIM T0JIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJIBHUKN OJTHU U3
CaMbIX AaKTUBHBIX ITOJb30BaTenel PyHera. Mexay TeM, NOMHUMO OTIPOMHOIO KOJIUYECTBA
BO3MOJKHOCTEH, HHTEPHET HeceT W MpoOJeMbl. DTa MmaMsATKa JI0JDKHA TTOMOYb Tebe Oe30macHo
HaXOJUTHLCS B CETH.

Komnviomepnvie eupycoi

KoMmnbloTepHslii  BUPYC — 3TO  pPa3HOBUJHOCTh  KOMIBIOTEPHBIX  IPOTPAMM,
OTJIMYUTETILHOM OCOOCHHOCTBIO KOTOPOW SIBJISIETCSI CIIOCOOHOCTh K  pa3MHOXKeHHio. B
JIOTIOJIHEHWE K ATOMY, BUPYChl MOT'YT MOBPEAUTH WM IOJIHOCTbIO YHHUUTOXHUTH Bce (aiyibl U
JaHHbIE, MOJKOHTPOJbHBIE MOJI30BATEII0, OT UMEHHU KOTOPOro Oblia 3allylleHa 3apaxEHHas
nporpaMma, a TakKe MOBPEAUTh WM AK€ YHUUYTOXHUTb ONEPALMIOHHYIO CHUCTEMY CO BCEMH
daitnamu B 11enioM. B 601bIIMHCTBE CllydaeB pacipOCTPAHSAIOTCS BUPYCHI Uepe3 HHTEPHET.

MeTo/bl 3a1IUTEl OT BPEJOHOCHBIX IIPOTpamMM:

1. Hcnonb3yii cOBpeMEHHbIE ONEPALMOHHBIE CUCTEMBI, UMEIOLUE CEPbE3HBI YPOBEHD
3aLUTBI OT BPEAOHOCHBIX IIPOTrPaMM;

2. TlocrosiHHO ycTaHaBimMBaii mauTé (IU(POBBIE 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C 1I€JIbI0 JOPAOTKM IMPOrpamMMbl) U Jpyrue OOHOBJIEHMS CBOEH
OTIepaIMOHHOM cucTeMbl. CKauMBail X TOJBKO ¢ OPHUIMAILHOTO caiiTa pa3padoTynKa
OC. Ecnu cymiecTByeT peKUM aBTOMAaTH4YE€CKOTO OOHOBIJIEHUS, BKIIIOYH €T0;

3. Paboraii Ha cBoeM KOMITbIOTEpE TIOJ] TPaBaMU IOJIL30BATENS, a HE aIMHUHHUCTPATOPA.
OTO HE MO3BOJUT OOJBUIMHCTBY BPEAOHOCHBIX MPOrpaMM HHCTAJIMPOBATHCS Ha
TBOEM MEPCOHATILHOM KOMITbIOTEPE;

4. Hcnonb3yil aHTUBHPYCHBIE MPOTPaMMHBIE NMPOJYKTHI U3BECTHBIX MPOU3BOIUTENEH, C

aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

Orpannyb puU3MUECKUil JOCTYI K KOMIIBIOTEPY JUIsl TOCTOPOHHUX JIMIL;

6. Hcnonp3yii BHEIIHKME HOCUTENN HH(OpMAINK, Takue Kak (hiemka, TMcK win (air u3
MHTEPHETA, TOJIbKO U3 NMPO(epeHHBIX HCTOUHUKOB,;

7. He oTkppiBail KOMIbIOTEpHbIE (ailyibl, MOJyYEHHbIE U3 HEHAIEXKHBIX HMCTOYHHKOB.
Haxe T1e (ailnpl, KOTOpble NpUCIad TBOM 3HaKOMbIM. Jlydmie yTrouyHu y Hero,
OTIIPABJISUI JIU OH TeOe HX.

o

Cemu WI-FI

Wi-Fi - 370 He BU Mepeaaun JaHHBIX, HE TEXHOJOTHS, a BCETO JIHMIIb OpeH 1, Mapka. Ere
B 1991 rony Hunepnanjackas kommnaHus 3apeructpuponana opena «WECA», uro o6o3Hayano
cinoBocodetanue «Wireless Fidelity», KOTOpbIN TepeBOAUTCS KaK «OECIIPOBOIHAS TOYHOCTH.

Jlo Hamlero BpeMEeHM JolIa Apyras adOpeBHaTypa, KOTOpas SBISETCS TaKOW ke
TexHosoruei. 9to abopeBuarypa «Wi-Fiy. Takoe Ha3BaHue ObUIO 1TaHO ¢ HAMEKOM Ha CTaHIapT
BbICIINI 3BYKOBOM TexHuKkH Hi-Fi, uTo B mepeBosie 03HavaeT «BbICOKAsI TOUHOCTHY.

Jla, OecriiaTHBIM MHTEPHET-IOCTYI B Kade, OTeIsAX M adpornopTax SBISIETCS OTIUIHOU
BO3MOXKHOCTBIO BBIX0/1a B MUHTEpHET. HO MHOTHE 3KCIEepPTHl CYMTAIOT, YTO 00mIe1ocTynHble Wi-

Fi cetu He sgBnsArOTCS 0€30IIaCHBIMU.

Cogertsl 110 6e30macHOCTH paboTe B 00IIeJ0CTYMHBIX ceTsax Wi-fi:
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He mepenaBaii cBoro nuuHyro uHpopMaiuioo uepe3 obmienocrynabie Wi-Fi certu.
PaGoras B HuX, XenareiabHO HE BBOAUTH MapoOJU JOCTYMa, JIOTUHBI U KaKHUE-TO
HOMEPA;

Hcnonb3yit 1 OOHOBISAN aHTUBUPYCHBIE MPOTrpaMMBbl U OpaHamayep. Tem cambIM Thl
obe3omacuib ceds OT 3aKaYKu BUPYyca Ha TBOE YCTPOMCTBO;

IIpu ucnonp3zoBanuu Wi-Fi otkmoun ¢yskmuio «O0mmit goctyn k daitiam u
npuntepam». JlanHas (QyHKIUS 3aKppiTa MO YMOJYAaHHUIO, OJHAKO HEKOTOpHIE
I0JIb30BATEIN AKTUBUPYIOT €€ JIsl yA00CTBa UCIIONB30BaHUS B paboTe win yueoe;

He ucnone3yit myGmuunsiii WI-FI nns mepenaum JuUHBIX JAaHHBIX, HAPUMEp JUISA
BBIXOJIa B COI[MAJIbHBIE CETU WJIH B IEKTPOHHYIO MIOUTY;

Nnonp3yit Tonpko 3amuiieHHoe coeauHenue uyepe3 HTTPS, a ne HTTP, t.e. npu
Habope BeO-aapeca BBOAM HMEHHO «https://»;

B moOunpHOoM Tenepone orkmoun  QyHkuuio  «[lomkirouenne k- Wi-Fi
aBTOMaTH4yecku». He momyckaili aBTOMaTH4eCKOTro MOAKIIOUEHUS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

COI/;I/ICZJZbele cemu

CoumanbHble CETH aKTHBHO BXOJST B HAlly JXU3Hb, MHOTHE JIIOJU PaOOTAIOT U JKUBYT
TaM IOCTOSIHHO, a B Facebook y»ke 3apeructpupoBaH MUIUIMAp] YEJIOBEK, YTO SBISIETCS OHOMN
CeIbMOI BCEX JKUTeNeH TuraHeTsl. MHOTHE TOJbh30BATENNM HE MOHUMAIOT, YTO HH(OpMAaIus,
pasMelleHHas UMU B COLIMAIbHBIX CETAX, MOXKET ObITh HalJIeHa U MCIIOJIb30BaHa KEM YTOJIHO, B
TOM YHCJIE HE 00513aTeNbHO ¢ OJaruMu HaMepEeHHUSIMH.

OCHOBHBIE COBETHI 10 OE30IIACHOCTH B COHMAJIbHBIX CCTAX:

1.

2.

Orpanuub COUCOK Jpy3eid. Y TeOs B ApPY3bAX HE JODKHO OBITh CIy4YallHBIX W
HE3HAKOMBIX JIFOJICH;

3amuimiail cBO 4YacTHYIO kH3Hb. He ykaspiBail maponu, TenedoHsl, aapeca, naTy
TBOETO POXICHUS H JPYIYIO JUYHYIO HH(OpMaIuo. 3IT0yMBIITUICHHUKA MOTYT
WCIONIb30BaTh Jake MH(OpPMAIMIO O TOM, KaK Thl U TBOU POAMTENH IJIaHUpPYETe
MPOBECTU KAHUKYJIBI;

3amuiiail CBOI penyTaiuio - Iep>KU €€ B UNCTOTE U 3a/1aBaii ce0e BOMPOC: XOTeEN Obl
TBI, YTOOBI JAPYTHe MOJIH30BATEIN BUJIETH, YTO ThI 3arpyxkaemib? [logymaii, mpexae
9YeM YTO-TO OMyOJIMKOBATh, HAMTUCATh U 3arPY3UTh;

Ecau TeI TOBOpHIIB € JIIOJIBMH, KOTOPHIX HE 3HACIIb, HE MCIOJIB3YH CBOE PEealbHOE
UMs U JIpYTyI0 JUYHYI0 WHGOpPMAIMU: MMs, MECTO KHUTEIbCTBA, MECTO Y4eObl U
npouee;

N3beraii pazmenienus ¢otorpaduii B IHTepHETE, T/IEe TH H300paykKeH Ha MECTHOCTH,
10 KOTOPOI MOKHO OTIPEJIETUTH TBOE MECTOIOJIOKEHNUE;

[Ipu peructpaiuu B CONHATBLHON CETH HEOOXOIUMO HCIOIH30BATh CIIOKHBIE TTAPOIIH,
cocrosime u3 OyKB U UPP U ¢ KOJTUISCTBOM 3HAKOB HE MEHEe §;

JlJis conlManbHOM CeTH, MOUTHl U APYTUX CaTOB HEOOXOAMMO HCIIONIH30BATh Pa3HBIC
naposid. Torga ecnu Te0st B3JIOMArOT, TO 3J0YMBIIUICHHHKH TIOJy4aT JOCTYH TOJIBKO
K OJJTHOMY MECTY, a HE BO BCE Cpa3y.

OnexmponHvle OeHbeu

DJNEeKTPOHHBIE JEHBIM — 3TO OY€Hb yJOOHBIH crocol Iarexel, 0JHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JIECHBIU.

QHGKTpOHHBIe JCHBI' IIOABHJIMCH COBCEM HE€IaBHO W HMMCHHO H3-3a 3TOIO BO MHOTHX
rocyaapCTBax A0 CHUX IMOP HC NPOMNHUCAHO ITPO HUX B 3aKOHAX.
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B Poccun xe oHM (QYHKUMOHHPYIOT M O HHMX Y€ MPOMHCAHO B 3aKOHE, I HUX
pa3lensioT Ha HECKOJIbKO BHJIOB — AaHOHHMMHBIE M HE aHOHMMHbIC. Pa3Huiia B TOM, 4TO
AQHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MPOBOAMUTH omepauuu 0e3 uAeHTU(]UKAIIH
MOJIL30BATENsl, @ B HEAHOHUMHBIX WACHTU(DUKAIINH [TOJIB30BATENIS SBISETCS 005M3aTEIbHOM.

Taxoke cneayer pa3nuyarh NIEKTPOHHBbIC (DUATHBIE JEHBI'W (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HE(HUATHBIE IEHBI'H (HE paBHbBI TOCYJAapCTBEHHBIM BaJlIOTaM).

OcHOBHbIE COBETHI 110 0€30I1aCHOI paboTe ¢ IEKTPOHHBIMU JI€HbIaMHU:

1. TlpuBsku K c4eTy MOOMJIBHBINA TenedoH. DTO camblil yAOOHBIH U OBICTPBIA crOCcO0
BOCCTAHOBUTB AOCTYN K cueTy. IlpuBsizaHHBIA TenedoH MOMOXET, eciau 3alyJelb
CBOM IUIATEKHBIN MapoJib WK 3aiJEIb HA CAUT C HE3HAKOMOI'O0 YCTPOMCTBA;

2. Ucnonw3yit omgHopaszoBble mapoiu. [locne mepexofa Ha YCHIIEHHYIO aBTOPHU3ALMIO
Tebe yxKe He OyIeT yrpoKaTh ONACHOCTh KPaky MITM TepeXBaTa IIaTeKHOTO MapoIis;

3. Broibepu cnoxublii maposib. IIpecTynmHukam OyAeT He MPOCTO yrajaTh CIOXHBIN
napoib. HajnexHsle mapoam — 3To Mapoiiu, KOTOPbIE COIEPKAT HE MEHEee 8 3HAKOB U
BKJIFOYAIOT B c€0sl CTPOYHbIE U MPOIUCHBIE OYKBBI, HU(PPHI U HECKOJIbKO CHMBOJIOB,
TaKWe KaK 3HaK Jiojuiapa, GyHTa, BOCKIMLATEIbHBIN 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMUHbIE JJAaHHbIE HA caliTaX, KOTOPHIM HE JOBEPSIELb.

9ﬂ€Kmp0HHaﬂ noima

OnEeKTpOHHAs O0YTa — 3TO TEXHOJIOTHUS U MPEJOCTABISEMBIE €10 YCIYTH IO NEPECHUIKE U
MOJIYUYEHUIO AJIEKTPOHHBIX COOOIIEHMH, KOTOpBIE DPACIPEAESAIOTCS B KOMIIBIOTEPHOW CETH.
OOBIYHO ~ DNEKTPOHHBIM  MOYTOBBIM  SIMIMK  BBINVIAOUT — CIHEAYIOUIMM  00pa3zoMm:
UMs_TIOJb30BaTeNA(@HUMs_JIOMEHa. Takke KpoMme Iepeadyd IpOCTOro TEKCTa, HMEEeTCs
BO3MOKHOCTb IepeiaBaTh (paiibl.

OcHOBHBIE COBETHI M0 Oe30macHoil paboTe ¢ 3JIEKTPOHHOM MOYTOM:

1. Hapno BeIOpaTh mpaBUIIBHBIN OYTOBBIN cepBUC. B MHTEpHETE €CTh OrpOMHBIN BBIOOD
OecCIUIaTHBIX MOYTOBBIX CEPBHCOB, OJTHAKO JIy4lle JOBEPSTh TEM, KOTO 3HAellb U KTO
IIEPBBII B PEUTHHTE;

2. He ykaspiBaii B TUYHON moure JUYHYIO HH(popmanuioo. Hampumep, mydiie BIOpaTh
«MY3bIKaIbHBINA _(paHaT@» nin «pok2013» BmecTo «remal3»;

3. Hcnonp3yit ABYyX3TAaHYIO aBTOPU3AIHMIO. DTO KOT/Ia TOMUMO MapoJisi HY’)KHO BBOJHUTH
KO/JI, MPUChIIaeMbIi 10 SMS;

4. BoiObepu cioXHBIM maposib. s KaXXA0To MOYTOBOIO SIUKA JIOJKEH OBITh CBOM
HAaJIeXKHBIM, YCTOMUMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecth BO3MOXHOCTh HamMcaTh CAMOMY CBOM JIMYHBIM BONPOC, UCIOJB3YH 3Ty
BO3MOKHOCTB;

6. Vcnonp3ylh HECKOJBKO MOYTOBBIX SIIMKOB. IlepBbI A 4YacTHOM MNEPEenmucKU C
ajgpecaraMM, KOTOPBIM Tbl JOBEpsElIb. JTO JJIEKTPOHHBIM aapec He HaAo
UCIOJIb30BATh MPU PETUCTPALIMH HA popyMax U caifTax;

7. He otkpbiBail ¢ailibl U Apyrue BIOXKEHHS B MHUCbMaxX Jake €CIM OHM MPUILIH OT
TBOUX Jipy3el. Jlydiie yTouyHH y HUX, OTIIPABIISUIM JIU OHU TeOe 3TU (ailisl;

8. Ilocne okoH4aHusi pabOThI HAa MOYTOBOM CEPBHMCE IEPE]] 3aKPBITUEM BKIAIKHU C
caiiToM He 3a0yab HaKaTh Ha «BBIATHY.
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Kubepbynnune unu eupmyanvnoe uzoesamenbCcmeo

KubepOymauar — mpecieoBaHuE COOOIICHUSMH, COJEPKAIMMH  OCKOpPOJICHHMS,
arpeccuio, 3alyruBaHUe; XYIUTAHCTBO; COIMAIBHOE OOWKOTHPOBAHUE C IMOMOIIBI0 Pa3TUIHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 O0pPLOE ¢ KHOEPOYIITUHTOM:

1. He Opocaiica B 60#. JIyummuii cmoco0: mOcOBETOBAaThCS Kak ceOs BECTH M, €CIU HET

TOro, K KOMY MOXXHO OOpaTHTbCA, TO BHauyaje yCHoKouThcs. Ecim Thl HauyHellb

OTBEYATh OCKOPOJICHUSIMH Ha OCKOPOJICHHMS, TO TOJBKO eIIe OOoJIbIIe Pa30XKellb

KOH(JIUKT;

VYnpasisii cBoeil kubeppenyranuei;

3. AHOHUMHOCTH B ceTh MHHUMas. CylIecTBYIOT CHOCOObI BBIICHUTb, KTO CTOMUT 3a
AHOHUMHBIM aKKayHTOM;

4. He crout BecTH XyJaUraHCKui o0pa3 BUPTyanbHOH xu3HU. VIHTEpHET pukcupyeT Bce

TBOU JICUCTBUSI M COXPAHSET UX. Y TAJIUTh UX OYyAET KpailHe 3aTpyIHUTEIBHO;

CoO:roail cBOM BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupyidi enuHWYHBIM HeraTuB. OIHOPA30BBIE OCKOPOUTEIBHBIC COOOIICHHUS
Jydiie urHopupoBatb. OOBIYHO arpeccus MpeKpalaeTcs Ha HayaabHON CTaaNuu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOILIEHUSIMU, B COLIMATIBHBIX
CeTAX €CTb BO3MOXKHOCTb OJIOKHUPOBKH OTIPABKU COOOLICHUH € ONpeAeTeHHbIX
a/1pecoB;

8. Ecimu T1b1 cBuzmerens kubOepOymimHra. TBoum JeicTBHsA: BBICTYNUTH IPOTHB
npecienoBarTes, IO0Ka3aTh €My, 4YTO €ro JEHCTBHS OLEHHBAIOTCS HETaTHBHO,
NOJIEP)KaTh KEPTBY, KOTOPOHl Hy)KHa IICHMXOJOTHYECKas MOMOIb, COOOIIMUThH
B3pOCIIBIM O (haKTe arpeCCHBHOTO TIOBEJICHUS B CETH.

N

o

Mobunvueiit meneghon

CoBpeMeHHble CMapT(hOHBI W TUIAHIIETHl COAEpP)KAaT B ceOe BIIOJIHE B3POCIHBIN
GbyHKIIMOHA, W Temepb OHU MOTYT KOHKYPHPOBaTh CO CTallMOHAPHBIMH KOMITBIOTEPAMH.
OnHako, CpeaCTB 3aIUTHI I TTOJ00HBIX YCTPOMCTB MOKa OYeHb MaJlo. TeCTUpOBaHUE U TIOWCK
YS3BUMOCTEM B HMX MPOUCXOAMT HE TaK MHTEHCUBHO, Kak 1y IIK, To e camoe kacaercs u
MOOWMITBHBIX MPUITOKCHHM.

COBpeMeHHBIe MOOMJILHBIE 6pay3epLI YKE€ MPAKTUYCCKH JOTHAJIM HACTOJIBHBIC aHaJIOr'u,
OIHAaKO pacHIupCHUC (byHKLII/IOHaJ'Ia BIIEUET 3a cOo0OI 6OJ'IBI_LIy}O CJIO)KHOCTb M MCHBIIYIO
3alIUIICHHOCTb.

Hanexo HC BCC MPOU3ZBOAMTECIN BBIITYCKAKOT O6HOBJ’I€HI/I$[, 3aKPBIBAOIINEC KPUTUUYCCKUC
YA3BUMOCTHU [JI1 CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI /7151 0€30MaCHOCTH MOOMIIBHOTO TeledoHa:

1. Hwudero He siBiIsieTCSl TO-HACTOsIIEMY OecriaTHBIM. Byab OCTOpo)keH, Beib Korjaa
Tebe mpeanaraioT OeCIUIaTHBIH KOHTEHT, B HEM MOTYT OBITh CKPBITBI KaKHE-TO
IUTaTHBIE YCIIYTH;

2. Jlymaii, npexne yem otrpaButb SMS, ¢oro mnmu Buneo. Thl TOUYHO 3HACIIb, TJI€ OHU

OyaIyT B KOHEYHOM UTOTE?

Heo6x011M0 0OHOBIIATH ONEPAIIIOHHYIO CUCTEMY TBOETO CMapT(OHa;

4. Hcnonw3yit aHTUBUPYCHBIC TTPOTPAMMBI 711 MOOMIIBHBIX TeNe(hOHOB;

w
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5. He 3arpyxaii npuioKeHusi OT HEU3BECTHOTO UCTOYHUKA, BEllb OHU MOTYT COZICPKATh
BPEIOHOCHOE MPOrpaMMHOe 00ecrieueHue;

6. Ilocne Toro kak Thl BBIHACIIL C CaiiTa, TJI€ BBOAWI JHYHYIO MH(POPMALUIO, 3aii11 B

HaCTPOMKHU Opay3epa u ynainu cookies;

[Teproaudecku MpoBepsiii Kakue IIaTHBIE YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBoii HOMep MOOWJIBHOrO TejaedoHa TOJIBKO JIOJSM, KOTOPHIX Thl 3HACIIb U
KOMY JTOBEPSICIIb;

9. Bluetooth gomxkeH OBbITH BBIKJIIOYEH, KOTJIa Thl MM HE Mojb3yelibes. He 3a0biBaii
WHOTJIa TIPOBEPATH ITO.

~

Online ueput

COBpCMeHHBIG OHHafIH-HFpLI — OTO KpaCOYHBIC, 3aXBaThIBAIOIIMUC Pa3BJICUCHUA,
06’Le,[[I/IH$II-OH_II/IC COTHHU TbICAY YCJIOBCK IIO BCEMY MHDY. I/IrpOKI/I HCCIICAYIOT JAHHBIM UM MUp,
06HIaIOTC$I ApYyr C APYroM, BBIIIOJHAIOT 3adaHHsd, CPAKAOTCA C MOHCTPAaMHU U IIOJYYarOT OIIBIT.
3a YAOBOJIbCTBUEC OHH IUIATAT: IMOKYHAKOT AUCK, OIIAYUBAKOT a0OHEMEHT WU HpI/IO6peTaIOT
KaKue-TO OIIIIMH.

Bce atm cpexcrtBa MayT Ha INOJACpKAHME M Pa3BUTHUE MIPHI, a TaKKe Ha camy
0€30I1aCHOCTh: COBEPILEHCTBYIOTCSI CHCTEMBbl aBTOPU3AlLlMM, BBITYCKAIOTCS HOBBIE MAT4U
(unpoBbIe 3aMIaTKU IJIs1 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX urpax CTouT OImacarbCsa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXH
TBOCTO MMapoJid, Ha KOTOPOM OCHOBAHA CUCTEMA aBTOPU3alIUU OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI M0 0€30MaCHOCTH TBOETO UTPOBOT'0 aKKayHTa:

1. Ecnu npyroii urpok BeneT cedst II0Xo WIK co3JaeT Tede HEMPUATHOCTH, 3a0I0KUPYH
€r0 B CIIMCKE UTPOKOB;

[Toxanyiicds aIMMHHCTpAaTopaM WIPbl Ha IIOXOE€ IIOBEJEHUE JOTOr0 HIPOKa,
JKEJIaTeNIbHO IIPUIIOKUTD KAaKHE-TO TOKA3aTelNbCTBA B BUJIE CKPHHOB;

He ykaspiBail muunyto nHpopMaluio B mpodaiine urpsl;

VYBaxall Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouMaabHble TATYH U MO/IBI,

Hcnonb3yi CII0KHBIE U pa3HbIE N1apOJIy;

Jlaxxe BO BpeMsl UIPbl HE CTOWUT OTKJIIOYATh aHTUBHpYC. [Ioka Tl urpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.
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Duwiune unu Kpaosica TU4Hblx OQHHbIX

OObI4HOM Kpameﬁ JACHCT U ANOKYMCHTOB CCTOIAHS YK€ HHUKOI'O HC YI[I/IBI/IfI_HL, HO C
pasBUTHEM I/IHTepHeT-TeXHOHOFI/Iﬁ 3JIOYMBIIIJICHHUKH  TIEPEMCCTUIINCE B HHTCPHET, H
MpoaOJIKAKOT 3aHUMATBHCA «TFOOUMBIM) ACIIOM.

Tak mosiBUIach HOBask yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, IJIaBHAS IEJb
KOTOPOTO COCTOMT B TIOJIyYE€HUH KOH(MWICHIIMANBHBIX JaHHBIX ITOJIb30BaTeNieii — JIOTHHOB U
naposieii. Ha anrnmiickom si3bike phishing unraercs kak ¢ummumnr (ot fishing — priGHas noBis,
password — mapouis).

OcHOBHBIE COBETHI IO 00PBOE ¢ PUIIHHTOM:

1. Cnemm 3a cBouMm akkayHTOM. Ecimu Thl mojmo3peBaellb, YTO TBOS aHKeTa OblLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBAaTh €€ M COOOIIUTH aJIMHHHCTpPATOpaM
pecypca 00 3TOM Kak MOKHO CKOpee;
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2. HWcmonp3yii Oe3omacHble BeO-CAMTBl, B TOM YHCIE, WHTEPHET-MarasmHoB U
ITOMCKOBBIX CUCTEM;

3. Hcnonp3yii cioKHBIE M pa3HbIe Mapoid. TakuMm o0pa3om, eciau TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKH T10JIy4aT JOCTYI TOJIBKO K OJHOMY TBOEMY IPO(UIIIO B CETH, a HE
KO BCEM;

4. Ecnu Tebs B371OM@IM, TO HEOOXOAMMO IpPENyNpeIuTh BCEX CBOMX 3HAKOMBIX,

KOTOpBIE J00aBlIeHbl Y T€0s B APY3bsiX, O TOM, UYTO TeOsl B3JIOMAJIM U, BO3MOXKHO, OT

TBOET0 UMEHM OYZET pacchlaaThCs CIaM U CChUIKM Ha (PUILMHIOBBIE CANTHI;

YcranoBu HagexHbii mapoib (PIN) Ha MoOMIbHBIH TenedoH;

OTKII04M cOXpaHEeHue Maposist B Opaysepe;

7. He otkpeiBail (ailnbl U Ipyrue BIOKEHUS B MUCbMax AK€ €CIM OHU MPUILIH OT
TBOMX Jpy3el. Jlyullie yTouHH y HUX, OTIIPABIISIN JIM OHU TeOe 3TH (ailibl.
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Lughposas penymayus

[Mudposas pemyranus - 3TO HEraTUBHAs WIM MO3UTHBHAsA MH(popMalus B ceTu o Tede.
Kommpomerupyromas: nHpOpManusi pa3MelieHHass B MHTEPHETE MOXET CEpPhe3HBIM 00pazom
OTpa3uTbCs Ha TBOEH peanbHOM xu3HuU. «LludpoBas penmyranus» - 3T0 TBOH UMHJIK, KOTOPBIH
dopmupyercs u3 nHpopmamu o Tede B MHTEPHETE.

TBoe mecTo kuTENbCTBA, y4eObl, TBOE (PUHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH XapakTepa
U pacckasbl 0 OJIM3KHMX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue noJpoCTK! JIETKOMBICIEHHO OTHOCSTCS K MyOJIMKaluy JTUYHON MH(pOpMauu B
WuTepHere, HE MOHUMAsi BO3MOXKHBIX MOCHEACTBUM. Thl Jaxke HE CMOXKEIIb J0raJlaThCs O TOM,
4To (poTorpadus, pazmelieHHas 5 JeT Ha3al, cTajla IPUUYNHON OTKa3a MPUHATH Te0s Ha paboTy.

KommenTtapuu, pasmemenue TBoux ¢ororpaduit u apyrue JeicTBUS MOTYT He
WCYE3HYTh JaXe IIOCJIE TOro, Kak Thl MX YA&IMIIb. [bl HE 3Haellb, KTO COXPaHUI ITYy
UH(OpMalIKIO, ToTana M OHA B MOMCKOBBIE CUCTEMBI M COXpaHMJIACh JIM OHA, a TJIaBHOE: YTO
NOyMaloT 0 Tebe OKpyXkarollee JII0JH, KOTOpble HaayT U yBUAAT 3T0. Halitu nndopmanmio
MHOIO JIET CIYCTSI CMOXeT Jr000il — Kak M3 J0OphIX MOOYXIEHWH, TaKk U C HaMepeHUueM
IPUYUHUTH BpeI. DTO MOKET ObITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 110 3alIUTE HU(POBON permyTauu:

1. Tlomymaii, mpexae 4eMm 4YTO-TO MyOJWUKOBaTH M MepeaaBaTh y ceOs B OJiore WiH B
COLIMAJILHOM CETH;

2. B mHactpoiikax mpoduis yCTaHOBU OTPaHUYEHHUS Ha TPOCMOTP TBOETO MPOGUIIS U €T0
COAEPKUMOTO, CAETIAl €ro TOJBKO IS IPY3ei»;

3. He pa3memaii u He yka3biBail nH(OpMAIIHO, KOTOpas MOXKET KOT0-TH00 OCKOPOISATh
WU OOMKATh.

Aemopckoe npago

CoBpeMeHHbIE IKOJbHUKH— aKTHBHBIE TIOJIb30BATEIM ITU(POBOTO MPOCTPAHCTBA.
OIIHaKO JaJICKO HE BCC 3HAIOT, YTO IIOJIB30BAHUEC MHOTMMH BO3MOZKHOCTAMHU LII/Iq)pOBOI‘O MHupa
TpeOyeT coOJI0IeHHsI PaB Ha MHTEIJICKTYaIbHY0 COOCTBEHHOCTb.

TepMuH «MHTEIUICKTyaldbHas COOCTBEHHOCTB» OTHOCHUTCS K Pa3JIMYHBIM TBOPCHHUSIM
YeII0OBEYEeCKOr0 yMa, HauWHasl C HOBBIX M300PETEHUN M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTH
Ha TPOXYKTHI M YCIyTH , W 3aKaH4YMBas KHHUTamMH, (oTorpadusmMu, KUHOPHIBMaMU H
MY3BIKAJIbHBIMH POU3BEICHHISIMH.
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ABTOpCKHE IIpaBa — 3TO IPaBa HA MHTEIUIEKTYaJIbHYI0O COOCTBEHHOCTh Ha IPOU3BEAECHUS
HAyKH, JIUTEPATYpPbl U UCKyCcCTBA. ABTOPCKHUE IIpaBa BHICTYAIOT B KaU€CTBE rapaHTUU TOTO, UYTO
UHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyJeT HalpacHbIM, AACT €My CIPaBEUIMBbIC
BO3MOXKHOCTH 3apab0TaTh Ha pe3ysIbTaTax CBOETO TPYAA, MOIYYUTh U3BECTHOCTh U MPU3HAHHE.
Huxkro 6e3 pa3pelieHus aBTopa He MOXKET BOCIIPOU3BOJUTH €ro MPOU3BEICHHUE, PACIIPOCTPAHSATS,
nyOJIMYHO JIEMOHCTPUPOBATh, MNpPOAaBaTh, WMIOPTHPOBATH, IyCKaThb B TPOKAT, IYOJUYHO
UCTIOJIHATD, I0KA3bIBATh/UCIIOIHATH B 3(Hpe UK pa3meriaTts B VIHTepHeTe.

Hcnonn3oBanue «IHUPATCKOTO» IIPOTrpaMMHOI'O obecreyeHnss MOXKeET IMPUBCCTHU K MHOI'UM
pucCckamM: OT HNOTCPHU HAHHBIX K TBOUM adKKayHTaM 10 6JIOKI/IpOBKI/I TBOCT'O yCTpOfICTBa, Trac
YCTaHOBHeHHBIﬁ HC JICrajibHas IIporpamMma. He croutr Ttakxe 3a6BIBaTB, 4YTO CYHECTBYCT
JIeTaJIbHEIC U OeCIIaTHBIC mporpamMmal, KOTOPBIC MOKHO HaAlTH B CETH.

O nopmane

CereBn4ok.p) — TBOH TJIABHBI COBETYMK B CETH. 3/1€Ch THl MOXECIIb Yy3HATh O
0€30MacHOCTH B CETH MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU KPUTUYECKOU
CUTyallMd OOpaTUTHCA 3a COBETOM. A TaKXe NMPHUHATH ydyacTHE B KOHKYpCax M CTaTh CaMbIM
U(POBBIM TpakIaHUHOM !
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